GOVERNMENT OF NCT OF DELHI
DELHI DISASTER MANAGEMENT AUTHORITY
No. DDMA/COVID-19/2020/ 21 5 Dated: 47.06.2020
ORDER

Whereas, the Delhi Disaster Management Authority (DDMA) is satisfied that the NCT of
Delhi is threatened with the spread of COVID-19 epidemic, which has already been declared

25 a pandemic by the World Health Organization, and has considered it necessary to take
effective measures to prevent its spread in NCT of Delhi;

And whereas, Delhi Disaster Management Authority has issued wvarious

ardersfinstructions from fime fo time to all authorities concerned to take zll required measures
to appropriately deal with the situation;

And whereas, it has been understood that the persons of the age of 60 years and
above are more vulnerable to a severe COVID-18 infection, especially if they have a co-morbid

condition such as hypertension, diabetes, asthma or cancer; necessitating additional measures
io prolect them from catching the infection;

Mow therafore, in exercise of powers conferred under Section 22 of the Disaster
Management Act, 2005; the undersigned, in his capacily as Chairperson, State Executive
Committea, DDOMA, GNCTD, hereby directs following authorities to take action for pre-emptive

identification and protection of senior citizens from COWVID-18, Mi@fﬂ!mﬂ.__ﬂ@aﬂ
Operating Procedure (SOP) (Annexure-l) including the following directions:

{a) Office of Divisional Commissioner shall collect the available database of senjqr citizens
from various departments of GNCT of Delhi such as Food & Supply Dﬂpar’trnem (ration
card holders as well as those without ration cards registered on janra.gam,.,a ad po al)
Social Welfare Department (Old age Pension), all thres Municipal Gﬁrpwﬂtmm a2 w-ar;
as NDMC, and Delhl Police. Such departments shall provide this databae ; ae
to the office of Divisional Commissioner immediately, This databasa shall ha Populatey .
on the portal (Senior Citizens Portal) after de-duplication throwgh tha |T team

{b) The IT Team of the office of the Divislonal Commissioner, GNCTD shaj| pe S
for development and maintenance of web-based portal (Senior Citizans F-l::rtm} @ B
Dasghboard as per the guidelines prescribed in annexed SOP for thig PUPOSE ang : a
grant access of the same to all BLOs and District Nodal Officers at conyg, Eeii 'g-,:! all
team shall carry out the data analysis and shall generate & provide. |jg of *aq h : .JT
patients” and other useful actionable reports / data to District Modg Off b -rig)e

Shri Sandeep Jain, Scientist, NIC shall assist the IT Team of Office
Commissioner in the said work.
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[_CJ ThE DI\fiHiDnal Eﬂmm‘isﬁfnn&r Dﬁ:a will adhera to th& Q'EHEI'EI QUidElinEE for Eeﬂufing

identity information and sensitive personal data or information in compliance ta Aadhaar
Act, 2016 and Information Technology Act, 2000, issued by Department of Information
Technology on 11.09.2018. Copy of the general guidelines is enclosed as Annexure-ll.

{d} Booth Level Officers (BLOs) who have also been appointed as “Corona Foot VWarriors”
for health surveillance, shall be allocated mobile numbers of a set of senior citizens.
They shall call up their respective set of numbers; gather all requisite information in
respect of "Senior Citizen Form” and upload the same on the web-based portal. BLOs

will be responsible for their catchment areas and frequently call and check the health
condition of the senior citizens and shall update the details on the portal and take

further action as per annexed SOP. It s elarifiad that they shall not visit the residence of
senior citizens and shall collect/gather this information through phone anly,
(e} A dedicated call number shall be operationalized by office of Divisional Cﬂmmiﬁ!;fﬂﬂer
where such senior citizens who wish to register their details on the portal (Senior
Citizen Portal) may give a missed call. The repository/database of these numbers would
be allotted to the concemed BLOs who shali call up these senior citizens and help them
by registering their details on the portai on their behalf.
|} A 24xT Control Room (in three shifts) shall be ectablished in each District for this
purpose, which will be headed by District Social Welfare Officer as the Nodal Officer
who will report to the DM concerned. The Control Room will have the Dashboard
depicting details uploaded on the portal. The Nodal Officers and medicaliparamedical
professionals will monitor the Dashboard and shall take required action as per annexed
SOP as well as according to the protocol laid down by the H&FW Department, GNCTD
for dealing with such patients. The duties of the Cantrol Roem are described in annexed
SOP.

(g) H&FW Department, GNCTD shall depute 2.3 medical/paramedizal professisnals in
each shift at District Control Rooms who shall assist the Nodal Officers to manitor i
“at high-rizk” persons, They will study the dashboard and take necessary cognisance of
critical changes in the database. If any adverse deve.opment or symptoms of COVID-19
are noticed in any senior citizen, the control room vhall striclly follow the protocol igid
down by the H&FW Depariment, GHCTD for dealing with such pabients,

{h) Health & Family Welfare Department shall also establish a state |aye Centralizad
Cantral Room (24xT) with a tel-free number to supervise as well as provide support
and assistance to the District Conlrol Rooms. This Control Room ghap aieq be
responsible to provide adequate telemedicine services, particularly in tertiary care, to
the needy Senior Citizens in accordance with the guidelines laid down in this regarg.

(ij The Office of the Divisional Commissioner will conduct training of all BLOs / District
Modal Officers/ medical/paramedical professionals and ather ground staff invelved in
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(i)

(k)

i

this process, '
| Health & Family Welfara department shall assist in the same. NGO
also be engaged for imparting training. | o

Ta '
rgeted messaging to old persons for awareness and education ca

' mpai shall al
be carried out by the IT Team of the office of the paigns shall also

o Divisional Commissioner, GNCTD.
evenue Department shall strengthen the 1077 system with graded increase in

persannel and call lines as is necessary to cope up with the requirement, as the same
has been notified as the dedicated senier citizen helpline of GNCTD.

Reputed NGOs/Civil Scciety Organisations working in this field may also be engaged

by the Revenue Department on a pro-beno basis at any stage wherever deemed
appropriate for collaboration and partnership.

Encl: - As above. &w@/

Copy for compliance to:

4

2
3
4.
<
6.
T
8
9
1

(Vijay Dev)
Chief Secretary, Delhi

Commissioner of Police, Delhi

Pr. Secretary (Social Welfare), GNCTD
Chairperson, NODMC

Pr. Secretary (Revenue)-cum-Divisional Commissioner, Delhi.

. Pr. Secretary (H&FW), GNCTD

Commissioner (SDMC/EDMC/North DMC)
All District Magistrates of Delhi.
Shri Sandeep Jain, Scientist, NIC.

" All District Social Welfare Officers, GNCTD
0. All BLOs/ Corona Foot Warriors (through DMs concermned)

Copy for information to:-

© o Mok

Pr. Secretary to Hon'ble Lt. Governar, Delhi.

Addl. Secretary to Hon'ble Chief Minister, Delhi.
Secretary to Hon'ble Dy. Chief Minister, E:helm
Secretary to Hon'ble Health Minister, Defhi.
Secretary to Hon'ble Labour Minister, Delhi.
Secretary to Hon'ble Transport Minister, Delhi.
secretary to Hon'ble Social Welfare Minister, Delhi.
Secretary to Hon'ble Food & Supply Minister, Delhi.
Addl. Chief Secretary {Home), Delhi.

10. System Analyst, O/o Divisional Commissioner, Delhi for uploading the Order on website

of Delhi Government.

11. Guard File.
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Annexure-|
GOVT. OF NCT OF DELHI

Standard Operatin Procedur
Protection of Sanj

SOP) for Pre-em tive identifj

or Citizens from COVID-19 cation and

COVID-19

The Coronavirus Disease of 2019 (COVID-19) is an infectious viral disease that is

caused by a string of the coronavirus known as the SARS-Cov-2. The first known
case was discovered in late 2019 from Wuhan, China. The disease is highly
infectious and has caused a global pandemic with over 74,281 infections and 2,415
deaths in India as of May 13, 2020. Globally, nearly 4.3 million pecple have been
infected and 2,94,511 have tragically died. The cases are continuing to rise globally,
especially in India. The Mational Capital Territory of Delhi currently has the fourth
highest number of cases among all States and highest among cities. The fatality rate
in Delhi though remains at one of the lowest at 1.32% of detected infections. It is
imperative that the fatalities be kept under check by protecting the citizenry most
vulnerable to catching a severe infection.

Vulnerability of Senior Citizens

Research into the disease suggests that adults 60 years and older are more likely to
have a severe COVID-19 infection, especially if they have a co-morbid condition
such as hypertension, diabetes, asthma or cancer. GNCTD has, therefore, identified
as its top priority, efforts to pre-emptively identify such persons and undertake all
necessary steps to protect them from catching the infection.

Process for Pre-emptive Action:

1 A web-based portal and a dashboard shall be developed by IT team of the Office
of Divisional Commissioner. This Portal shall contain an application form ie.
‘Senior Citizen Form', consisting of following mandatory fields:

a) Name

b) Mobile Number
c) Address

d) Pin Code
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e) Age
f) Gender

) Assembly Constituency N i
) Polieg S ¥ MNo. (as mentioned in Voter

: (as mentioned |
i) Co- morbidities® n Voter ID card)

E} hﬂﬂ:ﬁyﬂ&ﬂwn-mlaiﬁd symptoms*

er has been in '
COVID-18 (Vesig) contact with someone who has testeg positive for
) Are you residing with your children (Yes/No)

m) Kind of assi i :
) Othacsy ?EESIsﬁEIHﬂE required by you during COVID-19 (GroceryMedicines!

n) Have you downloaded “Aarogya Setu” App? (Yes/No)

1D card)

(*To be determined in consultation with Department of H&FW, GNCTD).

. Data on Portal to be populated through the available database from wherever

available. At initial stage, the data (along with mobile number) of Delhi residents
of the age of 60 years and above, available with various departments of GNCT of
Delhi such as Food & Supply Department (ration card holders as well as those
without ration cards registered on jantasamvaad portal), Social Welfare
Department (Old age Pension), all three Municipal Corporations as well as
NDMC, and Delhi Police, through system of Beat Constables and Senior Citizen
Scheme, shall be obtained for this purpose after de-duplicaticn. If data of more
than 18 lakhs senior citizens registered in the electoral rolls of Delhi will be
received from ECI/CEQ, De'hi; it wouid also be populated on the portal, AC and

PS wise.

. {a) GNCTD has appointed 13,800-0dd teams led by Booth Level Officers (BLOs)

as "Corona Foot Warriors™ at the beginning of the crisis. One of the primary tasks
of the “Corona Foot Warriors™ is health surveillance within their areas. In the
absence of polling-station wise database in the beginning, the BLOs shall be
allocated serial number wise mobile numbers of a set of senior citizens each,

They shall then call up their respective set of numbers; gather all the requisite
infarmation and upload the same on the web-based portal.

(b) However, for senior citizens whose mobile numbers are not available with us,
they can register on their own by using this portal.

(c) The senior citizens not covered in {(a) and (b) above could give a missed call
to a dedicated number to be operationalized by the office of Divisional

Commissioner, to express their interest for registration on this Senior Citizen
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the
up these senior citizen

. : 5

their details an the: portal on their behalf and help them

4. A Dash
aa_ board shall be created by the IT Team of Office of the Divisional
Commissioner based upon the ab ivisiona

| ove said
registered and their individual

concerned BLOs and each BLO shall eq|
by registering

portal, giving the summary of people
separate window for Accags] fotals E.imilﬂrhr' e i el hive: 2
: ssing the details of all three categories of high-risk
patients. The statistical analytical reports of the patients shall also be made
available on the dashboard for tracking, monitoring and consequent action.
BLOs shall be responsible for their catchment areas and frequently call and
check the health conditions of the senior citizens allocated to him/her and update
the details on the portal. Another field to be updated after each call shall be
whether any of his family members have tested positive for COVID-197?

6. 2-3% of data collected by each BLO will be sampled, at random, for a quality and
accuracy test.

7. Segregation of subset with co-morbidities and symptoms

Once the data has been coliected/uploaded, it will be cleaned and analysed to

identify senior citizens with:

a. Co-morbid conditions associated with severity of COVID-19 infection.
Some of the common co-morbidities are heart disease, hypertension,
diabetes, cancer, cbesity and asthma;

b. Any underlying symptoms associated with COVID-19, such as, persistent
fever, sore throat, breathing difficulty, and diarrhoea.

c. Senior citizens who are living alone.

8. ldentification and tagging of high-risk groups
Of the entire sub-set of senior citizens with co-morbidities and certain

underlying symptoms, the following will be tagged as “at high-risk";

a. Those at age 80 or above
_ Those in the age-group of 60-78 with severe co-morbid conditions

b
¢. Those with COVID-18 related symptoms
d. Those who are living alone/by themselves
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A 24x7 control room (in three shifts) shall be set y

o | P at disfrict laye
District Social Welfare officer under the ——

overall supervision of District

_ . room will have two 1o three
medical/paramedical professionals (in three shifts) to take care of the

consultation to the senior citizens about their health/COVID19 statys. They
shall be responsible for regular review and monitoring of the status of the
registered senior citizens on the dashboard. They will also be responsible for
regular communication with high-risk patients and to facilitate them in getting
the prescribed health services as per the standard protocol prescribed by the
H&FH department. The control room will perform the following tasks:

8. Have a dashboard with details of the three categories of “at high-risk”

seniors in their district. The details filled by the BLOs will appear in the
dashboard.

Magistrate concermed. The control

b. The nodal officers and medical/paramedical professionals will study the
dashboard several times every hour and take cognisance of critical
changes in the database such as any change in symptoms of a senior
citizen or a family member of a senior citizen getting infected by
Coronavirus and other such indicators;

c. After taking cognizance of an adverse development in the condition of a
senior citizen or in case COVID-19 is suspected, the control room shall
strictly follow the protocol laid down by the Health Department for dealing
with such patients;

d. While doing their regular call check-ins, BLOs will also emphasize the
precautions to be taken by senior citizens to stay safe from COVID-1 g-

e. NGOs like Helpage India and Indus Action may be engaged, on pro-bono
basis, to conduct the training of ELOs and other ground staff invalved in
this process

9. 24x7 Central Control Room with a toll-free number will be set up by the
Department of H&FW to function as centre for providing telemedicine sepyices
w.r.t COVID and non-COVID diseases of senior citizens. The hospitals ang the
Ambulance system to be sensitized about the existence of such a network sq that

the response is expeditious.

Scanned with CamScanner



/

-

r 10.The Revenue Department shall strengthen the 1077 system with graded i a
: increas
in personnel by engaging the CDVs (both male and female in equal numbers). In
the first instance 6 CDVs (in each shift of 8 hours) shall be deputed which will be

an increase over and above the present strength. In the meanwhile, the capacity

of the 1077 control room to be increased to house

100 personnel in a shift.
Thereafter,

6 personnel per shift to be added per month till we reach the capacity
of attending all calls. Calls received at the HQ level on 1077 would be diverted to

District control rooms. Subsequently, it may be utilized as a one-stop call center
for all senior citizen related social welfaref health services.

11.0ther actions

The database of senior citizens that the aforementioned process will
generate, to be used for the following purposes as well,

a. Data analysis to gauge the following aspects among others,
I Senior citizen demographics (general)
. Senior citizen demographics vis-a-vis co-morbidity
iii. Senior citizen demographics vis-a-vis their dependence.
iv. Senior citizen location data (general)
v. Senior citizen location data vis-a-vis infection detection
vi. Senior citizen infection detection vis-a-vis economic level

vii. Senior citizen infection detection vis-a-vis symptoms

b. Targeted messaging for awareness and education campaigns shal| alsg
be linked to the data collected from this exercise and may take intg
account:

i. Location-based vulnerability data — For instance: prioritise messaging
based on location.

ii. Co-morbidity-based wvulnerability data - For instance: ﬁﬁv&l‘aping
message relevant to pecple with a specific co-morbidity as it hag been
found to be the most prevalent and may have certain specific
responses to coronavirus.
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. Dependence based vulnerability data — for instance prioritizing

messaging based on whether they are living alone/by themselves or
they have support of their children/any caretaker in their residences.
iv. Use of messaging tools based on economic levels
v. Use of messaging tools based on gender
12.All calls/consultations to be logged in the system to generate a comprehensive
database of the senior citizens dependent on the Government for taking their
care. The data can be analysed by the data scientists for analyzing bigger

trends for further policy interventions.
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Ormation Technolg
Gth Leve| p. Ing, Delhj Secretarigt d
F.No. E-
0. E 13D14f2,.|’2[l15—Develnpment,f’3rﬁi'j——?“'f Date: - | [ /0972018
To

!/ Secretaries /HoDs
CT of Delh;j

Guvernment of N

mation and Sensitive

or_informatio c¢ o Aadhaar Act, 2016 and

In l'un_‘gatiug Technology Act, 2000

-

Sir/Madam

I am directed to inform that it has been observed tha SOrme
Departments are upleading documents containing  sensitive Personal

information like Aadhaar numbers, Mobile Numb

ers, ete. on their websites,
IT department has been frequently receivin

E warnings/ communication from

CERT-In regarding Information Disclosure Vulnerability in Domain

"delhi.gov.in",

and procedures and SeNsitive
[ramed under

personal data or infurmal.iun} Rules, 2011

the IT At are
enclosed for reference (Annexure 79, In

this regard, ‘General Guidelineg for
securing Identity information and Sensitive personal

d.ﬂ.tEl- or mfﬂrmﬂﬁgn in
compliance to Aadhaar Act, 2016 and Information

issued by the Ministry of Electronjcs and Information

Technology Gﬂ?l:mmq:m
of India are also enclogad for ready referance (Anne

xure TI7.

3. Departments are requested to review the contents already uploadeag an
their websites ang remove sensitive infarmation (il any) immediate]y The

F.‘-l.l_:-'- 1[3

V
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contents to be uploaded on the website must be reviewed and approved by

HODs/ senior officers to ensure compliance of said Acts, Rules and f/

L

4, : :
A conlirmation letter by the Department stating that the Department's

website iy ; .
ite does ot contain any sensitive information may kindly be sent to IT

Department latest by September 15, 2018,

[Ajay Chagti)
: Spl. Secretary (IT)
Encl: Draft confirmation letter,

Copy to
1. Director General, CERT-IN, Electronic Niketan, CGO, New Delhi

Page 2|3
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GAZETTE OF INDIA EXTRAORDINARY

L Pary -8 3(0))

N T S

o E’“m-"p_“”” or decryplion keys that One uses 1o gain admittance or access to .
informaticn:

() "Personal information® means any information (hat
Which, either directly or indirectly, in combination with

likely to be available with a body Corporate, is capable

relates to a natural person,
other information available or
of identifying such person,

All ulhgr words and axpresstnﬁs used and nol defined In these rulas but
shall have the meanings respectively assigned to them in the Act.

(2)

defined in the
Act

3. Sensitive personal data or information,—
8 person means such personal
0] password:
{iiy ~

Sensitive personal data or information of
information which consists of information relating to;,—

financial information Such as Bank account of credit card or debit card or
other payment instrument details -

(i} physical, physiological and mental health condition;

(v}  sexual orientation:

(v} medical records and history;

(vi)  -Biometric information; ; -

(vii)  any detail relating to the above clauses as provided to body corperate for
providing service: and g T :

any of the information received under above clauses by body corparate for

processing, stored or processed under lawdul contract or otherwise:

(i)

provided that, any information that = freely available or accessible in public domain
of furnished under the Right to Information Act, 2005 ar any other law for the time being in

force shall not be regarded as sensitive personal data or information for the purposes of
these rules,

4. Body corporate to provide policy for privacy and disclosure of Information,— (1)
The body corporate or any person who on behalf of body corporate collects, receives,
possess, stores, deals or handle information of provider of infermation, shall provige g
privacy policy for handling of or dealing in personal information including Lensitive
parsonal data or information and ensure that the same are available for view by such
providers of information who has provided such Information’ under lawful contract. Such
. Policy shall be published on website of body cofporate or any person on lts behalf ang

shall provide for— X
(i} Clear and easily accessible sta

tements of ils practices and policies:
(§) tiype of personal ar sensilive p

ersonal data or information collected under rule 3;
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Confirmation Letter 3 ‘3@

B W . . M"
Sl Ul Yepdarunetic- {i'-\
w

Itis to certif i
—- ¥ that the <website> pertaining to <department> has no Sensitive
n as
Per the Aadhaar Act 2016 and Information Technology Act

2000. The guidelines:
Tmhnmuﬂg; elinesissued by the Ministry of Electronics and Information
Overnment of Indig has been complied with

<Signature of Head of Offices
<date»
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[f- ETE 3(§ :
f [”.] mﬁm-w .

MIH!ETR‘l: QF CcomMmu NICATIONS AND INFORMATION TE CHNOLOGY
(Department of Information Technology)
NOTIFICATION
New Delhi, the 11th April, 2011

1 G.5.R..313(E).—n exercise of the powaers conferred by clause (ob) of sub-
saction (2) of section 87 read with section 43A of the Information Technology Act,

2000 {21 of 2000), the Central Government hereby makes the following rules, -
namwely.— -

1. Short title and commencement — {1} These rules may be called the
Infarmation  Technology (Reasonable security practices and procadures and
sensitive persenal data or information) Rules, 2011,

(2) They shall come into force on the date of their publication in the Official

Gazette.

2. Definitions — (1) In these rules, unless the context otherwise requires, -

(a) “Act” means the Information Technology Act. 2000 (21 of 2000);

(b) "Biometrics” means the technologies that measure and analyse human bedy
characteristics, such as “fingerprints’, 'eye retinas and irises’, voice patterns’,
"facial patterns’, ‘'hand measurements' and ‘DNA° for authentication .
purposes,

(c) "Body corporate” means the body corporate as defined in clause (i) of
explanation to section 43A of the Act:

{d) “Cyber incidents” means any real or suspected adverse event in relation to
cyber securily that violales an explicitly or implicitly applicable security policy
resulting in wnauthorised access, denial of service or disruption,
unauthorised use of a compuier resource for processing or storage of
infermation or changes to data, information without authorisation:

(@) "Data" means &alﬂ as defined in clause (o) of sub-section (1) of section 2 of
the Act; _

() "Information” means information as defined in clause (v) of sub-section (1) of
section 2 of the Act; .

(9) “Intermediary" means an intermediary as defined in clause (w) of sub-secticn
(1) of section 2 of the Act;
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: EXTRAORDINARY [ PART 11-SEc. 3(iy) \,5

THE GAZETTE OF [NDIA
4 %_____:___"

behalf of such body corporate.

(7)Body corporate or any person on s behalf shall, prior to the collection of
information ineluding sensitiva personal data or information, provide an option fo the
provider of the information to nat to 'i:nmuin:le the data or information sought to be
collected. The provider of information shall, at any time while availing the services or
otherwise, also have an option to withdraw its consent given earlier to the body
mrpnrﬂfa. Such withdrawal of the consent shall be sent in writing to the body
carporate. In the case of provider of infarmation not providing or later on withdrawing
his consent, the. body corporate shall have the option not to provide goods or
services for which the said infermation was sought.

(8) Bedy corporate or any person on its behalf shall keep the information secure
- as provided in rule 8 ° . - - g - a .

(8) Body corporate shall address any discrepancies and grievances of (heir
provider of the ‘information with respect lo processing of information in a time Bound
manner, For this purpose, the body corporate shall designate a Grievanes Officer and
publish his name and contact details on ils website. The Grievance Officer shall redress
the grievances or provider of infarmation expeditiously bul within one month * from the
date of receipt of grievance

6. Disclosure of information.— (1) Disclosure of sensitive personal data or infarm ation
by body corporate to any third party shall require pricr permission from the provider of
such information, who has provided such information under lawful contract or otherwisa,
unless such disclosure has been agreed to In the contract between the body corporate
and provider of information, or where the disclosure is necessary for compliance of a

legal obligation:

Provided that the information shall be shared, without obtaining prior
eonsent from provider of information, with anemmenl agencies r_nandal&g under the
law to obtzin information including sensitive personal d-E.I-tEI or lr'lfffll'l'-l'l-ﬂl'[ll:ll'll for '.[hg
purpose of verification of identity, or for prevention, detection, investigation including
cyber incidents, prosecution, and punishment of offences. The Gnuern.njem agency
shall send a request in writing 1o the body corporate possessing the sensilive personal
dala or information stating cleary the purnu!‘.e of seeking such information. The
Government agency shall also state that the information so oblained shall not be

published or shared with any other person.

in in sub-rule (1), any sensitive personal

tanding anything conla

oo {::}{ Nn;:ﬂ:ﬁan :’; diselosed to any third party by an order under the law for
ata on Inform

the time being in force.
1330 G 1-28
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(i) discl - e g
fisclosure of information ing : o
provided in rule g: PErsonal data or information as

(v} reasonable i
SECUrity practices and procedures as provided under

rube 8,

11) Body corporate or any’ person on its behalf shall
etter or Fax of email from the provider of the sensitive

iy '
formation regarding purpose of usage before collection of such

(2) Body corporate or any person on its behalf shall not collect sensitive
Personal data or information unless — .

(a) the information is eollected for a lawtul purpese connected with a function or
activity of the body corporate or any person ¢n its behalf: and -

(b) the collection of the sensitive personal data or ifformation is considered
necessary for that purpose.

(3)WWhile collecting information directly from the person concerned, the body
.. Corporate or any person on ils behalf snail take such steps as are, in the
creumstances, reasonable io ensure that the person coneemad is having the
knowledge of —
(a) the fact that the information is being collected:
~ (b) the purpose for which the information is being collected:
(c} the intended reciplents of the information: and
(d) the name and address of —
(1} the agency that is collecting the information: and
(if) the agency that will retain the information.

(4) Body corporate or any parém an its behalf holding sensitive personal dats
of information shall not retain that information for longer than is required for the

purposes for which the information may lawfully be used or is otherwise required under
any other law for the time being in force..

(5} The information collected shall be used for the purpose for which it has
bean collected.

(6) Body corporate or any person on lts behall permit the providers af
information, as and when requested by them, to review the information they hag
provided and ensure -thal any persgnal infermation or sensitive personal data or

infermation found o be inaccurale or deficient shall be corrected or amended as
{easibla; .

Provided thal a body corporate shall not be responsible for the authenticlty of the
rersonal information or sensilive personal data or informaticn supplied by

1330 G124
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(3] The body corporate or any person on ils behalf shall nal publish the
sensitive personal data or information.

(4) The third party receiving, the sensitive personal data or informalion from
body corporate or any person on its behalf under sub-rule (1) shall not disciose it furiher.

7. Transfer of information.-A body corporate or any person on its behall may #ran;fer
sensilive personal data or information including any information, to any other body
corporate or a person in India, or located in any other country, thal ensures the same level
of data profection that is adhered to by the body corporate as provided for under these
Rules. The transfer may be allowed only if it is necessary for the performance of the lawful
contract between the body corporate or any person on its behalf and provider of
information or where such person has consented to data transfer. :

B. Reasonable Security Practices and Procedures.— {1) A body corporate or a person
on its behalf shall be considered 1o have complied with reascnable securily praclices and
procedures, if they have implemented such security praclices and standards and have a
comprehensive documented information security programme and information SeCcuity
policies that contain managerial, technical, operational and physical security control
measures thal are commensurate with the information assets being protected with the .
nature of business, In the event of an information security breach, the body corporate or 3
person on its behalf shall be required to demonstrate, as and when called upon to do sg by
the agency mandated under the law, thal they have implemented security control
measures as per thelr documented information security programme and information
security policies. : '

(2) The international Standard ISASOVIEC 27001 on “Information Technology - Security
Technigues - Information Security Management System - Requirements” is one such
-standard referred to in sub-rule (1).

(3) Any industry association or an eniity formed by such an association, whose members
are self-regulating by following niherlthan ISASOVIEC codes nr. best practices for data
protection as per sub-rule{1), shall get ks cedes of best practices duly approved and
notified by the Central Government for effective implementatian.

(4) The body corporate or a persan on its benall who have 1m!:|lamame«n‘ elther |5ﬂ5_@ EC
27001 standard or the codes of best practices for data protection as approved and nat!ﬁad
under sub-rule {j}, ghall be deemed lo have complied with reasonable secunly practices
and procedures provided that such standard or the codes of rl:rasl practices h:.:“ been
certified ar aydited on a regular basis by entilies lhrough m-:lepend-_ant audulln;r, u._g
approved by the Central Governmenl. The audit of reasonable secunty ::Bctiieah:d
procedures shall be carried cut by an auditor at least once 8 year arlas T{: T—Em:ﬁ .,-.:
cofporate or a person on s behalf underake significant upgradation ol ils p
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personal data or information in .
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Information Technology Act, 2000 pliance to Aadhaar Act, 2016 and

1. Objective

The objective of thig document is to assist the various government departments
that collect, receive, possess, store, deal or handle (jointly referred to as

“handle” or “handled” or “handling® in this document] personal information

including sensitive personal informaticn or identity information to i

mplement
the reasonable

security p actices and procedures and other se

curity and
privacy ::-hliga'.tiuns under tf e IT Act 2000, section 43

& {Information Technology

rules, 2011 - Reasonahle Security practices and procedures and sensiave

personal data or information) and Aadhaar Act 2016.

5 Definifions e AT I RE L

For the purpose of this document, the definitions as given in'the 1T Act 2000

een used. These are provided here for sake of
cﬁ'ﬁ"t}r"_“'f

e T

i Personal information means iy information chat reidies to o natural
o e PETEOTL, which either directly or indirectly n combinati

o with-ather
information

available or likely to be available with a body corporate, is
capable of identifying such person.

i Sensitive personal data or information maans such personal

information which consists of information relating to:

« Password,

» financial information such as Bank account or credit card or debit card or
other payment instrument details; .

« physical, physiological and mental health condition;

« sexual orientation;

Page 1 of 6
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v medical records and

. biometric information
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ent of [ndid

Government ol RELS
3

hislory,

t of an individual, includes }LU«E‘ Aadhg,,

Identity information in respec b
n and his demographic [nfgmﬁnn‘l

number, his bometric infermatio
wherein biometric information means photograph, finger print, :ﬁ-w scan,

or such other biological attributes of an individual, and demographic
infermation includes information relating to the name, date of birth,

address and other relevant information of an individual.

3. Document structure

This document is structured to provide general guidelines ro various

Government departments thal are handling Personal information or sensitive

personal data or information as per the IT Act 2000, section 43 A and Aadhaar
Act 2016. '

~ 4. Intended audience T

The intended audience for this document (rom
departments that are handling personal information
or information or identity information as defined gahg

I,

T i

I e ————
- - —l-'_—-

- ——

Or sensitive rersonal darg
Ve are pravided ag follows:
Information Technology department gr division or funetig

TeéhnuIDE:r-’ department or division or function i

li.  Legal department or division or fu fction

W,  Information security department or division ar fanction
V- Chief Information Security officer

¥i.  Chief Technology officer

Vil.  Chief Information Technology officer

Pr
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5.0 Basic Actions O
Epartments should undertake should include:

5.1 Organisation Etrunture, Awareness and Training

L.

1

i,

iv.

Vi,

Identify :

m‘gani:z aﬂf::j d‘;i;st:ine : tfficer responsible lor security in your
An individual in the Organization
protecting Aadhaar linked personal
charge of the security of system, acces

must be made responsible for
data, That person should be in
s control, audit, etc,

Ensure all officials involved in any IT related projects read Aadhaar Act,
2016 and IT Act 2000 along with its Regulations carefully and ensure
compliance of all the provisions of the said Acts

Ensure that everyone including third parties involved in Digital initiatives
is well conversant with provisions of IT Act 2000 and Aadhaar Act, 2016
along with its Regulations as well as processes, policies specifications,
guidelines, circular etc issued by the authorities from time to time.
Create internal awareness about consequences of breaches of data as per
IT Act 2000 and Aadhaar Act, 2016.

Ensure that employees and officials understand the implications of the
confidentiality and data privacy breach.

5.2 Technical and Process Controls

1.

iii.

i,

Follow the information security guidelines of MeitY and UIDAI as released
from time to time.

[nformed consent — Ensure that the end users should clearly be made
aware of the usage, the data being collected, and its usage. The user's
positive consent should be taken either on paper or electronically.

Ensure that any personal. sensitive information such as Aadhaar
Number, Bank Account details, Fund transfer details, Gender, Religion,
Caste or health information display is controlled and only displaved
the data owner or various special roles/users having the need within the
agency,/department. Otherwise, by default, all displays should bLe
masked. :

Verify that all data capture peoint and information dissemination points

(website, report ete] should comply with IT Act and UIDAl's security
requirements.

Page 2 of &
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- Sensitive personal information in

v.  Ifagency is storing Aadhaar number o L
database, data must be encrypted and stored.

ity Modules [(HSMs),
protected securely, preferably using Hardware Securgrd protected and
If simple spreadsheets are used, it must be passy

Stcurely stored. i
ve personal
vi.  Access controls to data must be in plach 10 TRk SiEe senﬂl:l F:ia:a is
information including Aadhaar number and demographic
protected,

Vil For Aadhaar number look up in database, either encrypt the input and
then look up the record or use hashing to create Aadhaar number based
index.

wiid, Regular audit must be conducted to ensure the effectiveness of data
protection in place,

ix. Identify and prevent any potential data breach or publication of
personal data.

e Ensure swift action on any breach of personal data.

xi. Ensure that the System generates adeguate audic logs to detect any
breaches : o

xil. Ensure no sensitive personal data is displayed or disclosed to external

agencies or unauthorized persons.

xdii. Authentication choice - When doing authentication, agency should
provide multiple ways to authenricate (fingerprine, irs, OTP) to ensure
that all Aadhaar holders are ahle to use it effectively,

Xiv. Multi-factor for high security - When doing high value transactions,
multi-factor authentication must b considered.,

Xv. In case department is using Aadhaar Authentication, it should follow
exception handling mechanism on fallowing lines.-

a, It is expected that a small percentage of Aadhaar holders will ngt be
able to do biometric authentication, It is necessary that a well-definad
exception handling mechanism be put in place to ensure inclusion,

b. If fingerprint is not working at all even after using multi-finger
authentication, then alternate such as Ids ar OTP must be provided.

c. If the schemes is family based (like PDS system), anyone in the family
must be able to authenticate to avail the benefit, This ensures that
even if one person is unable to do any fingerprint authentication,
someone ¢lse in the family is able to authentcate. This redyces the

error rate significantly.
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vi.

Viil.
1x.

e,

Ministry of Electronics

and Informatiay Tech oy
Government of [ndia =

; ar information needs tg
be disclosed to the resident
Do not

any Aadhaar related  information Lo
external/unauthorized agency or individual or entity.

disclose

any,

Do not locate servers or other [T storage system/ devices having Aadhaar
data outside of a locked, fully secured and access-controlled room

Do not permit any unauthorized people to access stored Aadhaar data
Do not share Authentication license kev with any other entity.

FETT R A kT E b Rd b E s
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d. If none of the above is working (multi-finger, [ris, anyone in family,
eic.}, then agency must allow alternate exception handling schemes
_ using card or PIN or other means,
. All access tg information, or authentication usage must follow with
 notifications/receipts of transactions.

v, Al agencies implementing Aadhaar authentication must provide
elfective grievances handling mechanism via multiple channels (website,

call-center, mobile app, SMS, physical-center, etc.).

xviid. Get all the applications that rollect personal sensitive information
audited for application controls and compliance to the said Acts &
certified for its data security by appropriate authority such as CERT-IN

| empanelled auditors.
X, Use enly STQC/UIDAl certified biometric devices for Aadhaar
authentication.
AX; Check all IT infrastructure and ensure that no information is displayed
1 and in case it is displayed, please remove them immediately.
XK, E:ns%tre that adequate contractual protection is in ]:r]ac:Ed n case third
partics are involved in managing application/ data centers’

5.3 Data Retention and Hemnﬁl

l Ensure that the department has developed a data retention policy

il Ensure that you do not store personal sensitive information for a period
more than what 1s required

iii.. Delete/ remove/ purge the data after a specified period

5.4 Aadhaar Specific precautions

L Do not publish any personal identifiable data including Aadhaar in public
domain/websites etc.

ii. Do not store biometric information of Aadhaar holders collected for
authentication.

iii. Do not store any Aadhaar based data in any unprotected endpoint
devices, such as PCs, laptops or smart phones or tablets or any other

_ devices,

v, Do not pri_.“fdispla}r out personally idennfiable Aadhaar data mapped
with any other departmental data such as on ration card/birth
certificate/caste certificate/any other certificate/document. Aadhaar
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